
A Starting Point
In her 1989 text Secrets: On the Ethics of 
Concealment and Revelation, Sissela Bok 
offers the following widely-quoted definition of 
secrecy (pp. 5-6):
“A path, a riddle, a jewel, an oath - anything 
can be secret so long as it is kept intentionally 
hidden, set apart in the mind of its keeper as 
requiring concealment. It may be shared with 
no one, or confided on condition that it go no 
farther; at times it may be known to all but one 
or two from whom it is kept. To keep a secret 
from someone, then, is to block information 
about it or evidence of it from reaching that 
person, and do do so intentionally: to prevent 
him from learning it, and thus from possessing 
it, making use of it, or revealing it. The word 
“secrecy” refers to the resulting concealment. 
It also denotes the methods used to conceal, 
such as codes or disguises or camouflage, 
and the practices of concealment, as in trade 
secrecy or professional confidentiality.
Accordingly, I shall take concealment, or 
hiding, to be the defining trait of secrecy. It 
presupposes separation, a 
setting apart of the secret 
from the non-secret, and of 
keepers of a secret from 
those excluded”

On Depth
David E. Pozen, writing in the Stanford Law 
Review (2010) offers a framework for making 
sense of the depth of state secrecy. His 
analysis is informed by former US Secretary 
of Defense Donald Rumsfeldʼs (in)famous 
2002 quote:

“[A]s we know, there are known knowns; 
there are things we know we know. We 
also know there are known unknowns; 
that is to say we know there are some 
things we do not know. But there are 
also unknown unknowns—the ones we 
donʼt know we donʼt know. And if one 
looks throughout the history of our 
country and other free countries, it is the 
latter category that tend to be the 
difficult ones”.

Pozen turns this statement around and 
applies it to government secrets. Deep 
secrets are unknown unknowns - things that 
we do not know that we do not know. Deep 

government secrets represent a 
problem for participatory 
democracy. The depth of a 
secret is shaped by several 
factors, and we can plot secrets 

on a continuum (p. 274) .

Secrecy in Context
The social organization of 
bureaucracies creates and 
sustains cultures of secrecy. As 
Weber (1941) noted, this is tied 
to tied to the pursuit of 
administrative superiority and 
political advantage. 
Beyond this natural 
bureaucratic tendency towards 
opacity, a variety of factors 
shape the politics of secrecy 
within and across government 
agencies. Locating the politics 
of secrecy and disclosure in 
relation to the relevant socio-
historical context helps us to 
make sense of:
• The content of secrets
• Forces contributing to 

tightened government 
information control

• Forces contributing to 
increased government 
transparency

• Practices and technologies 
involved in the keeping and 
sharing of secrets

• Practices and 
technologies involved in 
the disclosure of secrets
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“[W]e can say that a government 
secret is deep if a small group of 
similarly situated officials 
conceals its existence from the 
public and from other officials, 
such that the outsidersʼ ignorance 
precludes them from learning 
about, checking, or influencing the 
keepersʼ use of the information. A 
state secret is shallow if ordinary 
citizens understand they are 
being denied relevant information 
and have some ability to estimate 
its content.
More concretely, we can say that 
depth is mitigated by the total 
number of people who know 
something is being concealed, 
the number of types of people 
who know, the amount they 
know, and the speed with which 
they know. If no one outside of a 
particular executive branch unit 
knows of a program the unit is 
running, the program is an 
extremely deep secret. If the 
general public knows all but a few 
details, the program is an 
extremely shallow secret. If the 
program is disclosed to the other 
branches of government, but not 
to the public, it lies somewhere in 
the middle of the depth 
continuum”. 

A Spectrum of Disclosure
In their 2012 text Brokering Access: Power, Politics, and Freedom of Information Process in Canada, Larsen and Walby propose that “[f]rom an 
accountability standpoint, the significance of the information that is disclosed is often, though not necessarily, tied to the means of disclosure” (p. 6). 
Secrets may become matters of public knowledge through a variety of channels, and understanding the politics of secrecy requires us to consider 
the means of disclosure that apply in a given case. The location on this spectrum of a given mechanism of disclosure depends on the degree of 
control exercised by government officials.

Secrecy and Uncertainty
In the current context, one of the 
factors shaping the politics of 
secrecy and disclosure is the 
preoccupation with governing - 
and governing through - 
uncertainty. 
As Larsen and Walby (2012) 
note, “from the perspective of 
government, ATI [access to 
information] mechanisms 
are often viewed as a 
pervasive source of 
uncertainty and political risk 
[...]. Requests that seek 
potentially embarrassing 
records can destabilize 
carefully crafted and 
centrally controlled 

messaging efforts [...] with 
unpredictable results”. 

Accordingly, practices aimed at 
minimizing the public disclosure of 

government records reflect 
“attempts to manage uncertainty, 

pre-empt surprises, and consolidate 
control” (Larsen and Walby 2012: 21).
The claim that the release of 
government records constitutes a 
source of uncertainty to be managed 
through tightened information controls  

exists in tension with the 
claim that transparency 
promotes accountability 
and enables full and 
meaningful public 
participation in political 
processes. 
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This poster gathers together some resources for 
organizing ideas about the socio-politics of 
secrecy and disclosure. It is intended to 
supplement resources that focus on the legal 
mechanisms governing secrecy and access to 
information.
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